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• No enterprise, resilient, high availability Mac servers 

• Move the Munki live services to VM: 

• Munki repository 

• Munki-enroll 

• MunkiWebAdmin 

• MunkiReport-PHP 

• Crypt-Server 

• Munki-Trello



iptables: 
 • We need to edit iptables:         
$"nano"/etc/sysconfig/iptables"
 • The following lines need to be added to allow HTTP access to the ports we will use:         
2A"INPUT"2m"state"22state"NEW"2m"tcp"2p"tcp"22dport"80"2j"ACCEPT"
2A"INPUT"2p"udp"2m"udp"22dport"137"2j"ACCEPT"
2A"INPUT"2p"udp"2m"udp"22dport"138"2j"ACCEPT"
2A"INPUT"2m"state"22state"NEW"2m"tcp"2p"tcp"22dport"139"2j"ACCEPT"
2A"INPUT"2m"state"22state"NEW"2m"tcp"2p"tcp"22dport"443"2j"ACCEPT"
2A"INPUT"2m"state"22state"NEW"2m"tcp"2p"tcp"22dport"445"2j"ACCEPT"
#Ports"for"Networker"
2A"INPUT"2s"anubis.bris.ac.uk"2j"ACCEPT"
2A"INPUT"2s"bastet.isys.bris.ac.uk"2j"ACCEPT"
 • These should be added after the existing line referring to port 22 (SSH).         
 • Then restart the iptables service:         
$"service"iptables"restart"

SELinux: 
 • SELinux needs to be configured or disabled in order to see web pages:         
$"nano"/etc/sysconfig/selinux"
 • Change:         
SELINUX=enforcing"
 • to         
SELINUX=permissive"
 • To make the change without rebooting:         
$"setenforce"0"

Extra tools required: 
$"yum"install"2y"git"python2setuptools"wget"samba"php"php2pdo"php2xml"php2ldap"cifs2utils"mod_wsgi"
$"easy_install"virtualenv"
 • Also Networker for backups: (need to inform Backup Services if setting up a new server)         
yum"install"lgtoclnt"
 • Edit /etc/hosts - add the following line:         
137.222.10.17"""anubis.bris.ac.uk"""anubis"

Setting up Munki Repo: 
 • Add a user. This will be used to connect to the repository from the Mac server, It will also be used my munkiwebadmin:         
$"useradd"munkiwebadmin"
$"groupadd"munki"
$"usermod"2G"munki"munkiwebadmin"
$"usermod"2G"munki"apache"
$"smbpasswd"2a"munkiwebadmin"
 • Password stored in the KeePass database.         
 • Add the repo folders: in this case, I'm copying the contents over from the existing repository:         
$"cd"/var/www/html/"
$"scp"2r"it2zone2d@deploystudio.isys.bris.ac.uk:/Users/Shared/munki_repo"."
 • If creating fresh folders, do the following:         
$"cd"/var/www/html/"
$"mkdir"munki_repo"
$"mkdir"munki_repo/catalogs"





Crypt





$"yum"install"epel2release"
$"yum"install"docker2io"
$"service"docker"start"
$"chkconfig"docker"on"

Install Docker



$"mkdir"2p"/usr/local/crypt_data/db"
$"docker"pull"postgres:9.4"
$"docker"run"2d"\"

22restart=always"\"
""22name="postgres2crypt""\"
""2v"/usr/local/crypt_data/db:/var/lib/
postgresql/data"\"
""postgres"
!

Create Crypt Database



$"mkdir"2p"~/crypt2server"
$"curl"2s"https://
raw.githubusercontent.com/macadmins/
crypt2server/master/setup_db.sh"2o"~/
crypt2server/setup_db.sh"

Download Crypt db setup



#!/bin/sh"
DB_NAME=crypt"
DB_USER=cryptadmin"
DB_PASS=crypt*is!!Awesome**

Edit setup.sh



$"chmod"+x"~/crypt2server/setup_db.sh"
$"~/crypt2server/setup_db.sh

Run setup.sh



$"docker"pull"macadmins/crypt2server"
$"docker"run"2d"22name="crypt2server""\"
""22restart=always"\"
""2p"8089:8000"\"
""22link"postgres2crypt:db"\"
""2e"ADMIN_PASS=pass"\"
""2e"DB_NAME=crypt"\"
""2e"DB_USER=cryptadmin"\"
""2e"DB_PASS=crypt*is!!Awesome**"\"
""macadmins/crypt2server

Run Crypt-Server



<VirtualHost"172.16.39.69:443>"
"""ServerName"mac2crypt.isys.bris.ac.uk"
"""ProxyPass"/"http://0.0.0.0:8089/"
"""ProxyPassReverse"/"http://0.0.0.0:8089/"
"""RedirectMatch"^/$"https://mac2crypt.isys.bris.ac.uk"
"""LogLevel"warn"
"""CustomLog"/var/log/httpd/crypt2access.log"combined"
"""ErrorLog"/var/log/httpd/crypt2error.log"
"""SSLEngine"on"
"""SSLProtocol"all"2SSLv2"2SSLv3"
"""SSLCertificateFile"/etc/ssl/certs/munki/munkivm.isys.bris.ac.uk.crt"
"""SSLCertificateKeyFile"/etc/ssl/certs/munki/MunkiVM.isys.bris.ac.uk.key"
"""SSLCertificateChainFile"/etc/ssl/certs/munki/munki2pem2chain2file.pem"
</VirtualHost>"

Create  
/etc/httpd/conf.d/crypt-server.ssl.conf







$"docker"pull"macadmins/crypt2server"
$"docker"stop"crypt2server"
$"docker"rm"crypt2server"

Updating a Docker image



$"docker"run"2d"22name="crypt2server""\"
""2p"8089:8000"\"
""22restart=always"\"
""22link"postgres2crypt:db"\"
""2e"ADMIN_PASS=pass"\"
""2e"DB_NAME=crypt"\"
""2e"DB_USER=cryptadmin"\"
""2e"DB_PASS=crypt*is!!Awesome**"\"
""macadmins/crypt2server

Run Crypt-Server





Munki-Trello



Set up a Trello board
• Create a service Trello account 

• Create Munki-Trello Board 

• Create the following lists in the Munki-Trello board: 

•  To Development 

•  Development 

•  To Testing 

•  Testing 

•  To Standard 

• https://trello.com/1/authorize?key=BOARDKEY&name=munki-
trello&expiration=never&response_type=token&scope=read,write

https://trello.com/1/authorize?key=BOARDKEY&name=munki-trello&expiration=never&response_type=token&scope=read,write


$"docker"pull"pebbleit/munki2trello"

Pull the munki-trello docker 
image



$"docker"run"22rm"\"
""2v"/var/www/html/munki_repo:/munki_repo"\"
""2e"DOCKER_TRELLO_KEY=1234567890"\"
""2e"DOCKER_TRELLO_TOKEN=1234567890123456789"\"
""2e"DOCKER_TRELLO_BOARDID=CoqGar6V"
""pebbleit/munki2trello

Run the munki-trello docker 
image

• Put this in a script in /etc/cron.hourly to automate











Munki-enroll



#"munki2enroll"(grahampugh"fork)"Dockerfile"
#"Version"0.1"
!

FROM"hunty1/munki2docker"
!

MAINTAINER"Graham"Pugh"(g.r.pugh@gmail.com)"
!

RUN"apt2get"update"&&"\"
""""apt2get"install"2y"git"&&"\"
""""apt2get"clean"

Dockerfile



$"docker"build"2t"grahamrpugh/munki2enroll"."
!

$"docker"run"2d"22name"munki2data"22entrypoint"/
bin/echo"grahamrpugh/munki2enroll"Data2only"
container"for"munki"
!

$"docker"run"2d"22name"munki"22volumes2from"
munki2data"2p"8088:80"2h"munki"grahamrpugh/
munki2enroll"

Start docker images



#!/bin/bash"
!
#"remove"existing"folder"and"use"git"to"clone"the"
munki2enroll"scripts"into"the"munki2data"volume"
!
docker"exec"munki"rm"2rf"/munki_repo/munki2enroll"
docker"exec"munki"git"clone"https://github.com/
grahampugh/munki2enroll.git"/munki_repo/munki2enroll

setup.sh



$"./setup.sh""
Cloning"into"'/munki_repo/munki2enroll'..."
!
$"docker"exec"2t"2i"munki"/bin/bash"
root@munki:/#"cd"/munki_repo/munki2enroll/"
root@munki:/munki_repo/munki2enroll#"ls"
LICENSE""README.md""cfpropertylist21.1.2""enroll.php"

Run setup.sh





Links
• MacAdmins @ PSU Conference:  

http://macadmins.psu.edu 

• MacAdmins Github:  
https://github.com/macadmins - Docker images for Munki, Sal, 
Crypt-Server, MunkiReport-PHP, and more 

• Munki-Trello Docker image:  
https://registry.hub.docker.com/u/pebbleit/munki-trello/ 

• Munki-Enroll Docker image:  
https://registry.hub.docker.com/u/grahamrpugh/docker-munki-enroll/ 

• Funnel Cake:  
http://toriavey.com/toris-kitchen/2013/06/funnel-cakes-history-recipe/

http://macadmins.psu.edu
https://github.com/macadmins
https://registry.hub.docker.com/u/pebbleit/munki-trello/
https://registry.hub.docker.com/u/grahamrpugh/docker-munki-enroll/
http://toriavey.com/toris-kitchen/2013/06/funnel-cakes-history-recipe/

