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Open hub for monitoring

Zentral
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Framework

* Organised deployment
of open source tools

* Modular architecture

* Python3 / Django

e

<@

Inventory

» Multiple sources

o Parallel processing

« Store change history

TLS server

* Event logging APIs

* Dedicated log /
configuration for
Osquery & Santa




o0 e < > M @® a & zentral.apfelwerk.net &

’ zentral  Inventory ~ Probes ~ £+ Setup ~ M Extra li

Welcome to Zentral!
8 Configured apps

Accounts

accounts events B accounts machines

o o

e

N

Zentral alicd N

Open hub for monitoring 4EEEE5066 NESSSIeSsoeees
Monitor events / link to an inventory setup: | R p—

1. Enroll devices and connect inventory (JamfPro, etc.) B

2. Near-real-time capture and analysis of system events and data R "IllI Ill Il
3. Run probes for event tiltering, alerting, and proactive OSSOSO

automations (IFTTT)

chines
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logstash

il
oy
elasticsearch

Elastic Stack

Database, log aggregation, visualization
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head — osqueryi — osgueryi — osqueryi — 87x45

n sip_config;

LUT L | Laly ENap Le(
: o " -
dlLLOW _applLe_1n ternal Z
| allo w_aevice_con T1] guration )
| 4 } V._ - |
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enab led_nvram

ow_kernel debugger
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Intrusion detection, infrastructure reliability,
and compliance

osquery>

* Sync config, push events to Zentral (TLS server)

* Low-level operating system analytics
» Query system state with simple SQL syntax
o Distributed queries, file integrity monitoring (FIM)



AP 7 ) o
2 : & std — -bash — 96x36
]f MacBook-Dev:~ std$ santactl fileinfo /Applications/Android\ Studio.app

! Path : /Applications/Android Studio.app/Contents/Mac0S/studio
1 SHA-256 1 346F84d059d652674bbb51¢c7692005d527cbdb461d3¢c7d92eb77bd1b88c87500
| SHA-1 : 92fd1c9ad1e295b1c35708e972aea9ald008cLsL?2
[ Bundle Name : Android Studio
Bundle Version : AI-162.3764568
Bundle Version Str : 2.3
Type : Executable (x86-64, 1386)
Code-signed : Yes
Rule : Whitelisted (Certificate)
‘aning Chain:
1. SHA-256 : 33b9%9aee3bP89c922952c9240a40aldaa271bebf192cF3F7d964722e8F2170e48
SHA-1 : 34TObdf7f87d4T3a955862¢351472e52250e4c2b
“ommon Name : Developer ID Application: Google, Inc. (EQHXZ8M8AV)
anization : Google, Inc
izational Unit : "~ "7
“xom <
oogle Santa
Binary logging, blacklisting/whitelisting
The following application has been blocked from executin
for macOS g app | . g
because its trustworthiness cannot be determined.
. Filename jspawnhelper
* Sync config, push events to Zentral (TLS server) . e .
oath JApplications/Android Studio.app/Contents/jre/
. idk/Contents/Home/jre/lib/jspawnhelper
» All binary launches are logged o SGISHEENEPEIIIES
o " *
C Ient modade. \AONlTOR batlef8TfTb373cd1aeP47368146abBd8

~db@3e8a@81b31125544a084cc567b0f
ad (1)

e Client mode: LOCKDOWN (defaults deny)

*this application for a day



Probe

Bundle filters, actions and optional configuration

Filter on events, inventory, metadata

Organize Santa rules or Osquery SQL (dynamic config)

Control and minimize event overhead
Trigger actions (API calls, notify)
Export, share as Gist (GitHub)

)4(. s
gV J

® < > M @ A & zentral.apfelwe

’ zentral Inventory ~ Probes ~

Home / Probes ' 1Password security settings

Probe 1Password security settings
status | Active |

feed Osquery demo

feed probe 1Password security settings

G i=Events W Dashboard & elasticsearch & Export gist

Filters

Add filter ~

Osquery compliance
Add ~

Preference file

/Users/%/Library/Preferences/2BUABC4S52C.com.agilebits.cnepassword4-helper.plist

ClearPasteboardAfterTimeout =1
ncealPasswords =
“dle =1
‘enSaver =1
=1
=1
integer < 5
integer < 90

4gilebits recommended defaults



Open hub for deployed tools

Combine powerful existing tools to meet your operational requirements

ﬁIewav?

Vg ; :

“jamf PRO % Munk WATCHMAN
JamfPro Munki Filewave Watchman Monitoring
Client management Client management Client management Health monitoring
Inventory Inventory Inventory agent

MDM solution

Supported inventory



Open hub for deployed tools

Combine powerful existing tools to meet your operational requirements

'~‘ 0%

tvzendesk YJIRA

Yeslack  [W7rednr

Slack Trello Zendesk Jira

Team chat Kanban Board Ticketing system Ticketing system
notifications workflows workflows workflows
Supported actions + actions / notifications available for

GitHub, Email, SMS, Push Notifications,...



zentral

"

L\ VY

ARRMBY

AMMBWY - -

AT W = L £ L

AT TV VAT TmTEEw sy gF A N
A WD YR TN VN WD WD W we od T AT N WY A

TR R OV TR W T TR e - T T W O AT e

. S — W — & WS W T WD A —

. — — A —— O — | —— -
-—

\111111]
I AREREREN,

- sos

.....

[ i i S 23 4B3 SR SN




Deployment options

o,

j 1T
"ii" amazon * w V
47 webservices VAGRANT

Google Cloud Platform doc kQ (
GoogleCloudPlatform Amazon AWS Docker OVA / Vagrant
zentral-all-in-one image  zentral-all-in-one AMI Docker-Compose VMware ESXi / vSphere
Saa$S Zentral Saa$S Zentral " on prem support
+ Support contract + Support contract [development env) option

Vagrant (eval)
production production



Combine tools & meet operational requirements

* Integrate services already deployed e Combine system monitoring and automation

» Enhance control and monitor endpoints  « Full audit trail for management frameworks

e Tight integration with JamtPro and other APlIs

Flexible, proactive, actionable



Service / Support

Saa$S (Cloud based service)

zentral  Professional services, custom development

* Integration support (on premise)

Community support via github (free)
Paid support / integration / development (on request)
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