
Learn how Sophos is awesome 
and causes no problems at 

all...
For fun and profit...

(or… how I learned lots about System Extensions I was 
happier not knowing about...)



http://www.youtube.com/watch?v=OcLhRIU81EI&t=35
Steve
(a classic April Fools from 1957) 



Prologue...









AppleSeed...







My dream of an early 
Big Sur Roll out

Steve



Steve
What
Year
is
it?



And then not much 
happened...

(apart from membership of an Early Access Program)



Intermission...



SYSTEM EXTENSIONS
(the joy of SEXTS?)











SimpleMDM :)
Added support for System Extensions



And so my work was done...



Or was it?

● When I built a test machine from scratch - the profiles did their job, and 
Sophos worked as expected :)

● But when folks upgraded to Big Sur, they were being prompted to approve 
one or both system extensions…

● ...even when MDM had delivered the System Extension profile :(

PLUS...







COMMUNITY SUPPORTED?

● I’d not noticed the difference before…
● ...but all the good stuff is in the community supported pages
● These are vendor reviewed before being published…
● ...so should be considered supported workflows.



Managing Sophos on macOS in 2021...

http://www.youtube.com/watch?v=kTwe0mmhjWQ&t=3
Steve
(Kill the pop-ups…)



RELEASE GROUPS
Group “A”



With a little help from Slack...



And even more help?



The tl:dr 

● The #Sophos channel knows more about Sophos on Mac than Sophos does
● Sophos Community Pages are more useful official Sophos pages
● System Extensions are more annoying than Kernel Extensions
● It’s all about timing - you need to get the right profiles on disk at the right time!
● Remember, whatever you do you can’t win…

● https://github.com/ThoughtWorks-Identity/configuration-profiles



Thanks… :)

@steve2cv

@squirke

blog.quirke.org


