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LAPS: Who, What & Why



Requirements

• No clear text credentials 
• Rotate password after use 
• Auto rotate at set interval 
• Retrieval should work when device is offline



My Solution



My Solution



Audit

• No note found 

• Incorrect epoch 

• Epoch in the past



Remediation

• Check for local admin 

• Check note for password 

• Verify current password 

• Set new password 

• Verify new password 

• Create new note 

• Report to Slack



Device note in Kandji



Retrieve the password



Retrieve the password



What’s next



Thanks 


