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What is Endpoint Security Framework

• An API provided by Apple to allow monitoring 
of system events

• Not Kernel Extension

• Allow your app to receive notifications when an 
event has occurred or to authorise pending events

• Subscribe to Event Types (Notify/Auth)

• 100+ Notify Types

• 40+ Auth Types https://developer.apple.com/

documentation/endpointsecurity



Why we wanted to use it

• Elevate24

• Centrally log events while elevated

• Ability to block some actions with more granular control than 
current MDM restrictions

• Needed a way to see events across multiple customers centrally



/usr/bin/eslogger open write





Requirements

• Apple Developer Account

• Requires com.apple.developer.endpoint-security.client entitlement 
granted to your developer account.

• Request via Apple Developer Account

  https://developer.apple.com/contact/request/system-extension/

• It is possible to test with SIP disabled - Don’t do this!

• A sample functional project is available here - 
https://github.com/Craighopkins12/EsfExample

• The binary must have Full Disk Access









Monitor24

• Background Application

• Interacts with the Endpoint Security Framework

• Configurable via Configuration Profile

• Records events of selected type with filter options

• Authorisation Rules support blocking actions

• Events can be stored locally or uploaded to 
Logging Platform/SIEM

• Release as free tool on GitHub (Currently Beta)
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Monitor24 -

Upload Data



Back to Elevate24



Thank you

Monitor24 (beta)
https://github.com/
Jigsaw24/Monitor24

Example Code Project
https://github.com/

Craighopkins12/EsfExample

Useful resources

• Apple documentation - 
https://developer.apple.com/documentation/endpointsecurity

• Red Canary Mac Monitor - https://github.com/redcanaryco/mac-monitor

• Crescendo - https://github.com/SuprHackerSteve/Crescendo
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