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What is Endpoint Security Framework

An API provided by Apple to allow monitoring
of system events

Not Kernel Extension

Allow your app to receive notifications when an
event has occurred or to authorise pending events

Subscribe to Event Types (Notify/Auth)
100+ Notify Types
40+ Auth Types

JICSAW24

https://developer.apple.com/
documentation/endpointsecurity
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Why we wanted to use it

Elevate24
Centrally log events while elevated

Ability to block some actions with more granular control than
current MDM restrictions

Needed a way to see events across multiple customers centrally
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/usr/bin/eslogger open write

@ admin — zsh —127x38
root@admins-MBP ~ # [J
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“"event_type": "ES_EVENT_TYPE_NOTIFY_OPEN",
“"event":
"open”
"file": {
“path™: “/Users/crailghopkins/Desktop/ShoppinglList. rtf"

Iy

“global_seg_num": 1281,

“time": "2024-85-01T13:46:34.779540157Z",

“process"”
"team_1d":

"executable
“path": “/System/Library/CoreServices/Finder.app/Contents/Mac05/Finder"

1

“signing_1d": “com.apple.finder",
“original_ppid": 1,

“pp1d”: 1,

"start_time": "2824-85-01T09:35:33.079887Z"
"1s_platform_binary":
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Requirements

« Apple Developer Account

« Requires com.apple.developer.endpoint-security.client entitlement
granted to your developer account.

- Request via Apple Developer Account
https://developer.apple.com/contact/request/system-extension/
« Itis possible to test with SIP disabled - Don’t do this!

« A sample functional project is available here -
https://github.com/Craighopkinsl12/EsfExample

« The binary must have Full Disk Access
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EndpointSecurity
ESFClient {
client: OpaquePolnter?
() {
es_new_client(&client) { _, event
.processkEvent(event: event)

eventsToSubscribe = [ES_EVENT_TYPE_NOTIFY_OPEN, ES_EVENT_TYPE_AUTH_EXEC]
es_subscribe(client!, eventsToSubscribe, UInt32(eventsToSubscribe.count))
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processEvent(event: UnsafePolnter<es_message_t>)

event.pointee.event_type {
ES_EVENT_TYPE_NOTIFY_OPEN:
parseFileOpen(event: event)
ES_EVENT_TYPE_AUTH_EXEC:
parseExecAuth(event: event)

print ( )

parseFileOpen(event: UnsafePointer<es_message_t>) {
filePath = convertString(event.pointee.event.open.file.pointee.path)
processPath = convertString(event.pointee.process.pointee.executable.pointee.path)

convertString(_ token: es_string_token_t) -> String {

token.length > @ {

String(cString: token.data)
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parseExecAuth(event: UnsafePointer<es_message_t>) {
decision = ES_AUTH_RESULT_ALLOW
signingID = convertString(event.pointee.event.exec.target.pointee.signing_id)

signingID == {

decision = ES_AUTH_RESULT_DENY

arguments = getProcessArguments(exec: event.pointee.event.exec)
(signingID == && arguments.contains(
decision = ES_AUTH_RESULT_DENY

}

es_respond_auth_result(client!, event, decision,
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Monitor24

« Background Application

« Interacts with the Endpoint Security Framework

« Configurable via Configuration Profile

« Records events of selected type with filter options
« Authorisation Rules support blocking actions

« Events can be stored locally or uploaded to
Logging Platform/SIEM

« Release as free tool on GitHub (Currently Beta)




Monitor24 -
Configuration

Monitor24 Endpoint Sec...

Restrictions

Domains

Global HTTP Proxy

DNS Proxy

Web Content Filter

Certificate

Root Certificate

Certificate Transparency

Passcode

Wi-Fi

VPN

App-Layer VPN

AirPlay

AirPlay Security
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Untitled

Monitor24 Endpoint Security Framsework Logging

Monitor24 Configuration
General Event Types  Filter Rules  Authorisation Rules  Upload to Sentinel Upload to Other

Enable Recording

Add Default Filter Rules

Add Self Protection Auth Rules

Disable All Data Collectionf/Restrictions

Enable Local Retention of Events

Maximum Age of Retained Events (Days)

Allow Upload Data on Hotspot connection
Disable Monitor24 Controller
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Monitor24 - RN ==
Configuration

Monitor24 Endpoint Security Framsework Logging

Restrictions ) i )
Monitor24 Configuration

Domains
General = Event Types  Filter Rules  Authorisation Rules  Upload to Sentinel Upload to Other

Global HTTP Praxy Log All Event Types

DNS Proxy Event Types to Log
D i

Web Content Filter Event Type

File Write
Execute Process
Sude Command

Certificate

Root Certificate

Certificate Transparency

Passcode

+ — Duplicate

Wi-Fi

VPN

App-Layer VPN

AirPlay

AirPlay Security
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Configuration

Monitor24 Endpoint Sec...

Restrictions

Domains

Global HTTP Proxy

DNS Proxy

Web Content Filter

Certificate

Root Certificate

Certificate Transparency

Passcode

Wi-Fi

VPN

App-Layer VPN

AirPlay

AirPlay Security

Untitled
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Monitor24 Endpoint Security Framsework Logging

Monitor24 Configuration

General

Event Types

Filter Rules

Filter Events within Home Directory

Filter Rules |
Deefir

Event Type

File Path

Authorisation Rules  Upload to Sentinel

Signing Id

Upload to Other
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Monitor24 Endpoint Sec...

Restrictions

Domains

Global HTTP Proxy

DNS Proxy

Web Content Filter

Certificate

Root Certificate

Certificate Transparency

Passcode

Wi-Fi

VPN

App-Layer VPN

AirPlay

AirPlay Security

Untitled

Monitor24 Configuration

General Event Types | Filter Rules

Filter Events within Home Directory

Filter Rules (*

Define rule
Event Type File Path
All

Authorisation Rules  Upload to Sentinel

Signing Id

com.apple.backupd

JICSAW24

Upload to Other
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Monitor24 Endpoint Sec...

Restrictions

Domains

Global HTTP Proxy

DNS Proxy

Web Content Filter

Certificate

Root Certificate

Certificate Transparency

Passcode

Wi-Fi

VPN

App-Layer VPN

AirPlay

AirPlay Security
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Untitled = i0S macOS  tvOS

Monitor24 Endpoint Security Framework Logging

File Operation Rules |
- =5

can be used in conjunction with block ru

File Operation Action File Target Path Signing ID of Process Username
Read Only (Fil... /ReadOnly.txt

Block [Secret.txt
Block [important.txt

File Open
File Open
File Delete

O OO

Execute Process Rules
R i

Action Process Path  Signing Id of the Process SigningID Team ID Match Arguments Containing

Block com.apple.xpc.launchd com.jigsaw24.Monitor24
Block XXXXXXX
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Monitor24 Endpoint Sec...

Restrictions

Domains

Global HTTP Proxy

DNS Proxy

Web Content Filter

Certificate

Root Certificate

Certificate Transparency

Passcode

Wi-Fi

VPN

App-Layer VPN

AirPlay

AirPlay Security

Untitled
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Monitor24 Endpoint Security Framework Logging

Monitor24 Configuration

General Event Types

Sentinel Tennant ID (7
Tennant ID

Sentinel Client ID

Sentinel Client Secret

Sentinel Upload URL
URL to upload

Authorisation Rules Upload to Sentinel

Upload to Other
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Monitor24 Endpoint Sec...

Restrictions

Domains

Global HTTP Proxy

DNS Proxy

Web Content Filter

Certificate

Root Certificate

Certificate Transparency

Passcode

Wi-Fi

VPN

App-Layer VPN

AirPlay

AirPlay Security
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Untitled

Monitor24 Endpoint Security Framework Logging

Monitor24 Configuration

General Event Types  Filter Rules  Authorisation Rules Upload to Sentinel Upload to Other

Upload URL (¢
Events will be upl @ su d url via HTTP

Seperate Events with New Line

Request Headers
H

Header

Max HTTP Request Size

M. gle st uploading data. (Uncom



& Monitor24Controller

Start Monitor ~ Stop Monitor  Clear Databases Get Eventsin DB Get Events in Archive

TimeStamp Event Type Usern... Process Path Signing ID Apple... Target

[Events in DB 42] [Events in Archive 0] %
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Monitor24 -
Upload Data

/N Sudo Sessions

Sudo Sessions - 30 Days HFXP2L44MD
19
A search FUFDMSUAQUSF
7
TimeGenerated User T Serial_Number T, eventtype Ty Command_Ran_AsT, Command_Ran
GDXKYHXQGQ
5
16/05/2024, 16:43:21.000 Idonnelly HFXP2L44MD Process:Auth:Exec root sudo echo <result>3</result>
FVFZTIADLYW)
16/05/2024, 16:43:20.000 Idonnelly HFXP2L44MD Process:Auth:Exec root sudo -u ldonnelly defaults -currentHost read 2
16/05/2024, 16:43:19.000 Idonnelly HFXP2L44MD Process:Auth:Exec root Jusr/bin/sudo /usr/local/bin/sentinelctl versi
16/05/2024, 16:43:02.000 Idonnelly HFXP2L44MD Process:Auth:Exec root sudo jamf recon
16/05/2024, 16:39:42.000 Idonnelly HFXP2L44MD Process:Auth:Exec root sudo jamf policy
16/05/2024, 16:38:32.000 Idonnelly HFXP2L44MD Process:Auth:Exec root sudo jamf policy
15/05/2024, 16:06:52.000 craighopkins GDXKYHXQGQ Process:Auth:Exec root sudo -s
03/05/2024, 15:20:58.000 craighopkins GDXKYHXQGQ Process:Auth:Exec root sudo -s
03/05/2024, 15:20:55.000 craighopkins GDXKYHXQGQ Process:Auth:Exec root sudo Os
02/05/2024, 17:41:40.000 craighopkins GDXKYHXQGQ Process:Auth:Exec root sudo -s
24/04/2024, 16:27:33.000 craighopkins GDXKYHXQGQ Process:Auth:Exec root sudo -s
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pASIC©
Back to Elevate24 ‘ ’
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Thank you

Useful resources

« Apple documentation -
https://developer.apple.com/documentation/endpointsecurity

« Red Canary Mac Monitor - https://github.com/redcanaryco/mac-monitor
« Crescendo - https://github.com/SuprHackerSteve/Crescendo

Obya0
:ﬁhﬁ .

sy
[=]

Example Code Project Monitor24 (beta)
https://github.com/ https://github.com/
Craighopkins12/EsfExample Jigsaw24/Monitor24
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