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Understanding certificates

‣  A certificate is essentially an electronic "passport" that uses cryptographic techniques to prove the 
identity of the holder.


‣  It contains a public key, which is part of a cryptographic key pair, along with information about the 
key's owner (like their name, organization, and the certificate's validity period). 

‣  The certificate is signed by a Certificate Authority (CA), which is a trusted entity in the PKI.
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Understanding certificates

‣Subject: The entity (individual, server, etc.) to which the certificate belongs


‣Serial Number: A unique number identifying the certificate


‣Validity Period: The time frame during which the certificate is considered valid


‣ Issuer: The CA that issued and signed the certificate.
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Understanding certificates

‣Root Certificate

‣Intermediate Certificate

‣Server or Client Certificate
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Usage of certificates

‣802.1x: Authenticate on a network


‣VPN: Authenticate to access a network


‣S/MIME: Encrypt email


‣Code Signing: Sign packages
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SCEP

‣Simple Certificate Enrollment Protocol

‣Developed in the late 1990s by Cisco Systems, publicly available around 2000

‣The initial use cases was securing network devices such as routers, switches, and firewalls

‣HTTP
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ACME

‣Automatic Certificate Management Environment

‣Developed by Internet Security Research Group (ISRG)

‣ 2015 adopted by Let's Encrypt

‣WWDC 2022 - Managed Device Attestation
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Payload keys



Usage of certificates
Payload keys

Key properties Certificate request ACME request
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ACME

‣Attestation required hardware-bound key


‣ACME payload support RSA and ECSECPrimeRandom


‣Hardware-bound keys requires ECSECPrimeRandom
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ACME

‣Resolve DirectoryURL 

‣Account and order creation 

‣device-attest-01 validation type 

‣Generate nonce token
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ACME

‣Nonce hashed (SHA-256) before embedding in attestation 

‣OIDs - Device-Identifying are omitted for User Enrollments 

‣Nonce from ACME server, not MDM 

‣Private key is the one the device generated


‣Certificate can be used only for Attestation
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