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Navigating PAM

Who, What, Why, When and How




w

[)Jicsaw24

What is Privileged Access Management?

PAM affects all
our systems

Privileged Access Management
(PAM) is a security practice
that entails controlling,
monitoring, and managing
individuals’ privileged access.

not just our end-
user devices
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Why Privileged Access Management?

« Reduce the risks leading to security

vuIr_1erab|I|t|es, intentional misuse, or Mitigate W—— Didivich ol Smcm
accidental damage. . b
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« Reduce the attack surface

« Compliance

« Mitigate human error
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Why Privileged Access Management for Mac?

« Reduce the risks leading to security

vuIr_1erab|I|t|es, intentional misuse, or Mitigate W—— Dt e Smcm

accidental damage. 2 O
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« Reduce the attack surface

« Compliance

« Mitigate human error
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How / When to start?

Understand Key Drivers Principle of least privilege Solution

« Compliance Requirements Who needs privileged access? Can you monitor who is using

PAM and when?

« Security Requirements «  Why do they need privileged
access? « Do you need visibility into

« Just want to? user’s actions?

« Need to protect macOS from

user tampering? « Does it fit my compliance

requirements?

« Is the User Experience
positive?
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