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What he DDM




*This is all from research via blogs, Apple documentation
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Meet declarative
device management

Melissa Nierle, System Software Engilneer
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Configuration

e Configurations describe the actual settings or policies that should
be applied.

* These are the functional parts — the “do this” instructions.




Configuration

"Type": "com.apple.configuration.passcode.settings",
"Identifier": "EB13EE2B-5D63-4EBA-810F-5B81DO7F5017",
"ServerToken": "E180CA9A-FO89-4FA3-BBDF-94CC159C4AE8",
"Payload": {

"RequirePasscode": true,

"RequireComplexPasscode": true,

"MinimumLength": 6,
"MaximumFaliledAttempts": 10,
"MaximumGracePeriodInMinutes": 10,
"MaximumInactivityInMinutes": 10,
"PasscodeReuselLimit": ©




Configuration

. )
"Type": "com.apple.configuration.passcode.settings",

"Identifier": "EB13EE2B-5D63-4EBA-810F-5B81DO7F5017",
'ServerToken": "E180CA9A-FO89-4FA3-BBDF-94CC159C4AE8", )
"Payload": {

"RequirePasscode": true,

"RequireComplexPasscode": true,

"MinimumLength": 6,

"MaximumFailedAttempts": 10,

"MaximumGracePeriodInMinutes": 10,

"MaximumInactivityInMinutes": 10,

"PasscodeReuselLimit": ©
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ASSets

* Assets are the resources referenced by other declarations.

* They make DDM modular — you can reuse them across different




ASSets

"Type": "com.apple.asset.useridentity",
"Identifier": "F762F45E-0678-413E-9493-B3D5B1A5CEL1E",
"ServerToken": "98E16ED2-79F3-42AA-82A1-B6B79BA3C51C",
"Payload": {

"FullName": "First Last",

"EmalilAddress": "user®Pexample.com"




Asset relationships

Configurations




Declaration lypes

A
S RSt
e,

o




Activations

 The most interesting (and powerful) part of Apple’s Declarative
Device Management (DDM) system

* |t doesn’t contain configuration data itself — it’s a logic layer that
links conditions to the configurations that should apply when those




Activations

"Type": "com.apple.activation.simple",

"Identifier": "O076F928B-9D8E-4BA2-AD34-5655805C82D7",
"ServerToken": "4FFA91BF-85AE-4053-B8FE-B1C3E507A9CB",
"Payload": {

"StandardConfigurations": [
"3BBB4407-238A-44B1-ABB1-5E7AB95160E0Q",
"C7CF88B9-520D-45DB—-85BA-EA537A92A4A8"

]
iy

"Predicate": "(device.model.family == 'iPad')"




Activations

Activations

onfiguration

Not applied

Configuration

Configuration




Declaration lypes




Management

* Represent properties of the overall management state




VManagement
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Where are they?

e (Github
e \Whole lotta YAML

e A bit hard to read?

o Jamf DDM Explorer - concepts.jamf.com

* Apple Policy Explorer - Thanks Neil Johnson - https://
appledevicepolicy.tools/policy-explorer

o https://github.com/apple/device-management/tree/release/
declarative



http://concepts.jamf.com
https://appledevicepolicy.tools/policy-explorer
https://appledevicepolicy.tools/policy-explorer
https://github.com/apple/device-management/tree/release/declarative
https://github.com/apple/device-management/tree/release/declarative
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;"d" : "com.laa.passcode.example", )
"payload" :
"RequirePasscode" : true,
"MinimumLength" : 4,

"MaximumlnactivitylnMinutes" : 60

_J

)

o "type" : " .apple.configuration.passcode.settings"
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Passcode

Require passcode
Minimum length

Maximum inactivity
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"payload" : { S Mode
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« Software update management using mobile device management commands, restrictions, the

com.app le.SoftwareUpdate payload and queries is deprecated and will be removed next year. Going

forward, software updates can only be managed and enforced by using declarative software update
management.

httos://support.apple.com/en-gb/124963



https://support.apple.com/en-gb/124963
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* Apple WWDC 2021 - Meet declarative device management - 10131

* Apple WWDC 2023 - Explore advances in declarative device
management - 10041

* Apple Platform Deployment Guide

LLBRE Dees



https://developer.apple.com/videos/play/wwdc2021/10131/
https://developer.apple.com/videos/play/wwdc2023/10041/
https://simplemdm.com/blog/declarative-device-management/
https://techzone.omnissa.com/resource/primer-declarative-device-management-apple-devices#overview
https://www.jamf.com/blog/how-declarative-device-management-transformed-apple-mdm/
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