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*This is all from research via blogs, Apple documentation 
and my own testing 
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DDM History

• Introduced in 2021  

• Autonomous and Proactive 

• Status for reporting 

• Still uses MDM
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Configuration
• Configurations describe the actual settings or policies that should 

be applied. 

• These are the functional parts — the “do this” instructions. 

• They can include payloads similar to those used in traditional MDM 
profiles (like com.apple.wifi.managed, com.apple.security.firewall, 
etc.), but the difference is that in DDM, configurations are 
declarative and state-aware. 􀣋
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Assets

• Assets are the resources referenced by other declarations. 

• They make DDM modular — you can reuse them across different 
configurations or policies. 

• Think of assets like “shared ingredients” used in multiple recipes 
(the recipes being the declarations). 􀣵
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Activations
• The most interesting (and powerful) part of Apple’s Declarative 

Device Management (DDM) system

• It doesn’t contain configuration data itself — it’s a logic layer that 
links conditions to the configurations that should apply when those 
conditions are met.

• A Configuration Declaration says what to do (e.g. enable FileVault). 
An Activation Declaration says when or under what conditions to do 
it.

􀩚
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Management 􀎜
• Represent properties of the overall management state 

• Organisation information 

• Server capabilities 

• Conveys static information to the device



􀎜Management
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Where are they?
• Github 

• Whole lotta YAML 

• A bit hard to read? 

• Jamf DDM Explorer - concepts.jamf.com  

• Apple Policy Explorer - Thanks Neil Johnson - https://
appledevicepolicy.tools/policy-explorer  

• https://github.com/apple/device-management/tree/release/
declarative 

http://concepts.jamf.com
https://appledevicepolicy.tools/policy-explorer
https://appledevicepolicy.tools/policy-explorer
https://github.com/apple/device-management/tree/release/declarative
https://github.com/apple/device-management/tree/release/declarative














Everything new will be DDM



https://support.apple.com/en-gb/124963 

https://support.apple.com/en-gb/124963


Resources



• Apple WWDC 2021 - Meet declarative device management - 10131   

• Apple WWDC 2023 - Explore advances in declarative device 
management - 10041 

• Apple Platform Deployment Guide 

• Apple Seed 

• What is Apple declarative device management?   

• A primer on Declarative Device Management for Apple devices 

• How declarative device management transforms Apple MDM

https://developer.apple.com/videos/play/wwdc2021/10131/
https://developer.apple.com/videos/play/wwdc2023/10041/
https://simplemdm.com/blog/declarative-device-management/
https://techzone.omnissa.com/resource/primer-declarative-device-management-apple-devices#overview
https://www.jamf.com/blog/how-declarative-device-management-transformed-apple-mdm/


Yes I didn’t cover the Status 
Channel



Questions?


